PROFESSIONAL SERVICESCONTRACT

THISCONTRACT ("this Contract™) is between the State of Indianaacting by and
through the @fi ce of the Indiana Attorney Generd (hereinafter the'* State’™) and Map
Musg, Inc., whose addressis 11328 14" Street NW, Washington, DC 20005 (hereinafter

" Contractor™).

1. Dutiesof Contractor. Contractor shall createand maintain the IndianaCriminal
Alert Network. Contractor shdl perform the dutiesas outlined in Exhibit A, attached
hereto and incorporated herein.

2. Consderation. Contractor shall be paid the sum of eighteen thousand six hundred
dollars ($18,600.00) as aone time set up fee and for thefirst year of maintenance. Each
remaining year Contractor shall be paid the sum of twelve thousand dollars ($12,000.00)
for maintenance. Total remuneration under this Contract shall not exceed forty-two
thousand six hundred dollars ($42,600.00). Contractor shal submit yearly invoicesto the
State showing with particularity the date and description of the servicesrendered. All
payments shall be made in arrearsin accordance with Indianalaw and state fiscal policies
and procedures.

3. Term. ThisContract shall begin on January 31,2005 and end on January 31,2008.

4. Accessto Records. Contractor shall maintain al books, documents, papers,
accounting records, and other evidence pertaining to all costsincurred under thiscontract.
Contractor shall make such materialsavailableat its officesat al reasonable timesduring
the contract period, and for five (5) years from the date of fina payment under the
contract, for inspection by the State or by any other authorized representative of state
government. Copiesthereof shall be furnished & no cost to the State if requested.

5. Assgnment; Successors. Contractor shall not assign or subcontract the whole or any
part of thiscontract without the State's prior written consent. Contractor may assign its
right to receive paymentsto such third partiesas Contractor may desire without the prior
written consent of the State, provided that Contractor giveswritten notice (including
evidenceof such assignment) to the State thirty (30) daysin advance of any payment so
assigned. Theassignment shall cover al unpaid amountsunder thiscontract and shall not
be made to more than one party.

6. Audits. Contractor acknowledgesthat it may be required to submit to an audit of
funds paid through thisagreement. Any such audit shall be conducted in accordance with
IC 5-11-1, and audit guidelinesspecified by the State.

7. Authority to Bind Contractor. Notwithstanding anything in the contract to the
contrary, the signatory for the Contractor represents that he/she has been duly authorized
to executecontractson behaf of the Contractor designated above and hasobtained al
necessary or applicableapprovalsfrom the home office of the Contractor to make this



contract fully binding upon the Contractor when his/her signatureisaffixed and isnot
subject to home office acceptance hereto when accepted by the State of Indiana.

8. Changesin Work. The Contractor shall not commenceany additional work or
change the scope of work until authorized in writing by the State. No claim for additional
compensation shall be madein the absence of a prior written approval executed by all
signatorieshereto.

9. Compliancewith Laws.

A. TheContractor agreesto comply with all applicablefedera, stateand loca
laws, rules, regulationsand ordinances, and all provisions required thereby to be included
herein are hereby incorporated by reference. The enactment of any state or federal statute
or the promulgation of regul ations thereunder after execution of this contract shall be
reviewed by the State and the Contractor to determine whether the provisionsof the
contract requireformal modification.

B. The Contractor and its agents shall abide by all ethical requirementsthat apply
to personswho have a businessrel ationship with the State, asset forth in IndianaCode §
4-2-6 et seq., the regulations promul gated thereunder, and Executive Order 04-08, dated
April 27,2004. If the Contractor is not familiar with these ethical requirements, the
Contractor should refer any questions to the Indiana State Ethics Commission, or visit the
I ndiana State Ethics Commission website at <<<http://www.in.gov/ethics/>>>. |f the
contractor or itsagentsviolateany applicable ethical standards, the State may, initssole
discretion, terminate this Contract immediately upon noticeto the Contractor. In
addition, the Contractor may be subject to penaltiesunder IndianaCode § 4-2-6-12.

C. The Contractor certifiesby entering into this Contract, that neither it nor its
principal(s) is presently in arrearsin payment of itstaxes, permit feesor other statutory,
regulatory or judicially required paymentsto the Stateof Indiana. Further, the Contractor
agreesthat any paymentsin arrears and currently due to the State of Indianamay be
withheld from paymentsdue to the Contractor. Additionally, further work or payments
may bewithheld, delayed, or denied and/or this Agreement suspended until the
Contractor iscurrent in its paymentsand has submitted proof of such payment to the
State.

D The Contractor warrantsthat it has no current or outstandingcrimind, civil, or
enforcement actionsinitiated by the State of Indiana pending, and agreesthat it will
immediately notify the State of any such actions. During the term of such actions,
Contractor agreesthat the State may delay, withhold, or deny work under any Supplement
or contractual deviceissued pursuant to this Agreement. | favalid disputeexistsasto the
Contractor's liability or guilt in any action initiated by the State of Indianaor itsagencies,
and the State decidesto delay, withhold, or deny work to the Contractor, the Contractor
may request that it be allowed to continue, or receivework, without delay. The
Contractor must submit, in writing, a request for review to the Indiana Department of



‘Administration (IDOA) followingthe proceduresfor disputesoutlined herein. A
determination by IDOA shall be binding on the parties.

E. Any paymentsthat the State may delay, withhold, deny, or apply under this
section shall not be subject to penalty or interest under IC 5-17-5.

F. The Contractor warrantsthat the Contractor and its subcontractors, if any, shall
obtainand maintainall required permits, licenses, and approvals, as well ascomply with
al hedlth, safety, and environmental statutes, rules, or regulationsin the performanceof
work activitiesfor the State. Failureto do so isamaterial breach of the contract and
groundsfor immediateterminationof the Contract and denia of further work with the
State.

G. The Contractor hereby affirms that it is properly registered and owes no
outstanding reportsto the IndianaSecretary of State.

H. Contractor agreesthat the State may confirm, at any time, that no liabilities
exist to the State of Indiana, and, if such liabilitiesare discovered, that State may bar
Contractor from contracting with the State in the future, cancel existing
contracts, withhold paymentsto setoff such obligations, and withhold further payments or
purchases until the entity iscurrentin its paymentson itsliability to the State and has
submitted proof of such payment to the State.

10. Condition of Payment. All services provided by the Contractor under this Contract
must be performed to the State's reasonable satisfaction, as determined at the discretion
of the undersigned State representativeand in accordance with all applicable federal,
state, local laws, ordinances, rules, and regulations. The State shall not be required to pay
for work found to be unsatisfactory, inconsistent with this Contract or performedin
violation of federal, state, or local law.

11. Owner ship of Documentsand Materials. All documents, records, programs, data,
fil mtape, articles, memoranda, and other material snot developed or licensed by the
Contractor prior to execution of this Contract, but specifically developed under this
Contract, shall be considered "work for hire" and the Contractor transfersany ownership
claim to the State of Indianaand &l such materialswill bethe property of the State of
Indiana. Use of thesematerials, other than related to contract performanceby the
Contractor, without the prior written consent of the State, isprohibited. During the
performance of this Contract, the Contractor shall be responsiblefor any loss of or
damageto these materialsdevel oped for or supplied by the State and used to develop or
assist in the servicesprovided herein whilethe materialsare in the possession of the
Contractor. Any lossor damage thereto shall be restored at the Contractor's expense.
Full, immediate, and unrestricted access to the work product of the Contractor during the
term of this Contract shall beavailableto the State.




12. Confidentiality of Statelnformation. The Contractor understandsand agreesthat
data, materials, and information disclosed to Contractor may contain confidential and
protected data. Therefore, the Contractor promisesand assuresthat deta, material, and
information gathered, based upon or disclosed to the Contractor for the purpose of this
Contract, will not be disclosed to othersor discussed with third partieswithout the prior
written consent of the State.

13. Conflict of Interest.
A. Asused inthissection:
" Immediate family" means the spouse and the unemancipated childrenof an
individual.
"Interested party,” means.
1 Theindividua executing this Contract;
2. Anindividual who hasan interest of three percent (3%) or more of
Contractor, if Contractor isnot anindividual; or
3. Any member of theimmediate family of an individual specified under
subdivision1 or 2
" Department’ means the Indiana Department of Administration.
“Commission” meansthe State Ethics Commission.

B. The State may cancel this Contract without recourseby Contractor if any
interested party isan employeeof the State of Indiana.

C. The Statewill not exerciseitsright of cancellation under section B, above, if
the Contractor givesthe Statean opinion by the Commission indicating that the existence
of thisContract and the employment by the State of Indiana of theinterested party does
not violateany statuteor rule relating to ethical conduct of State employees. The State
may take action, including cancellation of this Contract, consistent with an opinion of the
Commission obtained under this section.

D. Contractor has an affirmative obligation under this Contract to discloseto the
State when an interested party isor becomesan employee of the State of Indiana The
obligation under this section extends only to those factsthat Contractor knows or
reasonably could know.

14. Debarment and Suspension. The Contractor certifies, by entering into this
Contract, that neither it nor its principalsare presently debarred, suspended, proposed for
debarment, declared indligible, or voluntarily excluded from entering into this Contract
by any federal agency or by any department, agency or political subdivisionof the State.
Theterm™ principa" for purposes of this Contract means an officer, director, owner,
partner, key employee, or other person with primary management or supervisory
responsibilities,or a person who hasacritical influenceon or substantive control over the
operations of the Contractor. The Contractor also further certifiesthat it has verified the
suspensionand debarment status for al sub-contractorsreceiving funds under this



Contract and is solely responsiblefor any paybacks and or penaltiesthat might arise from
non-compliance.

15. Default by State. If the State, sixty (60)days after receipt of written notice, failsto
correct or cureany breach of this Contract, then the Contractor may cancel and terminate
this Contract and collect all moniesdue up to and including the date of termination.

16. Disputes. Should any disputesarisewith respect to this Contract, the Contractor and
the State agree to act immediately to resolve such disputes. Ti e is of the essencein the
resolutionof disputes.

A. The Contractor agreesthat, the existence of a dispute notwithstanding, it will
continuewithout delay to carry out all its responsibilitiesunder this Contract that are not
affected by the dispute. Should the Contractor fail to continueto performits
responsibilitiesregarding al non-disputed work, without delay, any additional costs
incurred by the State or the Contractor asa result of suchfailureto proceed  shall be
borne by the Contractor, and the Contractor shall make no claim againgt the State for such
costs. If the State and the Contractor cannot resolve a dispute within ten (10) working
daysfollowing notificationin writing by either party of theexistenceof adispute, then
the following procedure shall apply:

The parties agree to resolve such matters through submission of their dispute
to the Commissioner of the Indiana Department of Administration. The
Commissioner shall reduceadecision to writing and mail or otherwisefurnish
acopy thereof to the Contractor and the State within ten (10) working days
after presentation of such dispute for action. The Cornmissioner's decision
shall befina and conclusiveunlesseither party mails or otherwisefurnishesto
the Commissioner, within ten (10) working days after receipt of the
Commissioner's decision, a written gppeal. Within ten (10) working days of
receipt by the Commissioner of awritten request for appeal, the decision may
be reconsidered. If no reconsideration is provided within ten (10) working
days, the partiesmay mutually agree to submit the disputeto arbitration for a
determination, or otherwisethe dispute may be submitted to an Indiana court
of competent jurisdiction.

B. The State may withhold paymentson disputed items pending resol ution of the
dispute. The unintentional nonpayment by the State to the Contractor of one or more
invoices not in disputein accordance with thetermsof this Contract will not be causefor
Contractor to terminatethis Contract, and the Contractor may bring suit to collect these
amountswithout following the disputes procedure contained herein.

17. Drug-FreeWorkplaceCertification. The Contractor hereby covenantsand agrees
to makeagood faith effort to provideand maintain a drug-free workplace. The
Contractor will give written notice to the State within ten (10) days after receiving actual




notice that the Contractor or an employee of the Contractor has been convicted of a
criminal drug violation occurring in the Contractor's workplace.

False certification or violation of this certification may result in sanctionsincluding, but
not limited to, suspension of contract payments, termination of this Contract and/or
debarment of contracting opportunitieswith the Statefor up to three(3) years.

In addition to the provisions of the above paragraphs, if thetotal contract amount set forth
inthis Contractisin excessof $25,000.00, Contractor hereby further agreesthat this
contract isexpressy subject to the terms, conditions, and representationsof thefollowing
certification:

Thiscertification is required by Executive Order No. 90-5, April 12,1990, issued by the
Governor of Indiana. Pursuantto itsdelegated authority, the Indiana Department of
Administration is requiring theinclusion of this certification in al contractsand grants
from the State of Indiana in excessof $25,000.00. No award of a contract shall be made,
and no contract, purchase order or agreement, the total amount of which exceeds
$25,000.00, shall bevalid, unlessand until this certification has been fully executed by
the Contractor and madea part of the contract or agreement as part of the contract
documents.

The Contractor certifiesand agreesthat it will providea drug-freeworkplace by:

A. Publishingand providingto all of its employeesa statement notifying them
that the unlawful manufacture, distribution, dispensing, possession or use of a controlled
substanceis prohibited in the Contractor's workplace, and specifying the actionsthat will
be taken against employeesfor violations of such prohibition;

B. Establishinga drug-freeawarenessprogramto informit's employeesof (1)
the dangers of drug abusein the workplace; (2) the Contractor's policy of maintaininga
drug-freeworkplace; (3) any available drug counseling, rehabilitation, and employee
assistanceprograms; and (4) the penaltiesthat may be imposed upon an employeefor
drug abuse violations occurring in the workplace;

C. Notifyingall employeesin the statement required by subparagraph (A) above
that as a condition of continued employment, the employeewill (1) abide by the termsof
the statement; and (2) notify the Contractor of any criminal drug statute convictionfor a
violation occurring in the workplace no later than five (5) days after such conviction;

D. Notifyingin writing the State within ten (10) days after receiving notice from
an employee under subdivision(C)(2) above, or otherwisereceiving actua noticeof such
conviction;

E. Within thirty (30) daysafter receiving notice under subdivision (C)(2) above
of aconviction, imposing thefollowing sanctionsor remedial measures on any employee
who is convicted of drug abuseviolations occurring in the workplace: (1) taking




appropriate personnel action against the employee, up to and including termination; or (2)
requiring such employeeto satisfactorily participate in a drug abuse assistanceor
rehabilitation program approved for such purposes by afederal, state or loca hedlth, law
enforcement, or other appropriateagency; and

F. Makingagood faith effort to maintain a drug-free workplacethrough the
implementation of subparagraphs(A) through (E) above.

18. ForceMajeure. In theevent that either party is unableto perform any of its
obligations under this Contract or to enjoy any of its benefits because of natural disaster
or decreesof governmental bodies not thefault of the affected party (hereinafter referred
toasa''Force Maeure Event"), the party who has been so affected shall immediately give
notice to the other party and shall do everything possible to resume performance. Upon
receipt of such notice, all obligations under thisContract shall be immediately suspended.
If the period of nonperformance exceedsthrty (30) days from the receipt of noticeof the
Force Mg eure Event, the party whose ability to perform has not been so affected may, by
giving written notice, terminate this Contract.

19. Funding Cancellation. When the Director of the State Budget Agency makesa
written determination that funds are not appropriated or otherwise available to support
continuation of performanceof this Contract, this Contract shall be canceled. A
determination by the Budget Director that funds are not appropriated or otherwise
available to support continuation of performanceshall befina and conclusive.

20. GoverningLaws. This Contract shall be construed in accordance with and governed
by thelawsof the State of Indianaand suit, if any, must be brought in the State of
Indiana.

21. Indemnification. Contractor agreesto indemnify, defend, and hold har mlessthe
State and its agents, officials, and employeesfrom al claimsand suits including court
costs, attorney's fees, and other expenses caused by any act or omission of the Contractor
and/or itssubcontractors, if any. The State will not provide such indemnificationto the

Contractor.

22. Independent Contractor. Both partieshereto, in the performance of this Contract,
shall actinan individual capacity and not as agents, employees, partners, joint venturers
or associates of one another. The employeesor agents of one party shall not be deemed
or construed to be the employeesor agents of the other party for any purposes
whatsoever. Neither party will assumeliability for any injury (includingdegth) to any
persons, or damage to any property, arising out of the actsor omissions of the agents,
employeesor subcontractorsof the other party.

The Contractor shall be responsiblefor providingal necessary unemployment and
workers compensation insurance for the Contractor's employees.



23. Insurance.

A. The Contractor shall secure and keep in force during the term of this Contract,
the following insurance coverages, covering the Contractor for any and all claims of any
nature which may in any manner ariseout of or result from this Contract:

1) Commercial general liability, including contractual coverage, and
products or completed operations coverage (if applicable), with minimum
ligbility limits of $500,000 per person and $1,000,000 per occurrence unless
additional coverageisrequired by the State.

2) Automobile ligbility with minimum liability limits of $250,000 per
person and $1,000,000 per occurrence.

3) The Contractor shall provide proof of such insurance coverage by
tendering to the undersigned State representative, a certificate of insurance
prior to the commencement of this agreement. Workers compensation
coverage meetingdl statutory requirements of 1C 22-3-2. In addition, an"'dl
states endorsement* covering claims occurring outside the state of Indianaif
any of the services provided under this agreement involve work outside the
state of Indiana.

B. The Contractor's insurance coverage must meet the following additional
requirements:

1) Any deductibleor self-insured retention amownt or other similar obligation
under the insurance policiesshall bethe sole obligationof the Contractor.

2) The State will be defended, indemnified, and held harmless to the full
extent of any coverage actualy secured by the Contractor in excess of the
minimum requirements set forth above. The duty to indemnify the State under
this contract shall not be limited by the insurance required in thiscontract.

3) Theinsurance required in this Contract, through a policy or endorsement,
shal include a provison that the policy and endorsements may not be
canceled or modified without thirty (30) days prior written notice to the
undersigned State representative.

4) Failure to provide inswance as required in this Contract is a materia
breach of contract entitlingthe State to immediately terminate this Contract.

C. The Contractor shall furnish a certificateof insurance and dl endorsementsto
the undersigned State representative prior to the commencement of this Contract.

24. Licensing Standards. The Contractor and its employeesand subcontractorsshall
comply with all applicablelicensing standards, certificationstandards, accrediting
standardsand any other laws, rulesor regulations governing servicesto be provided by
the Contractor pursuant to this Contract. The State shall not be required to pay the
Contractor for any services performed when the Contractor or its employeesor
subcontractors are not in compliance with such applicablestandards, laws, rulesor
regulations. If licensure, certification or accreditationexpiresor isrevoked, the




Contractor shall notify State immediately and the State, at its option, may immediately
terminate this Contract.

25. Merger & Modification. ThisContract constitutesthe entire agreement between the
parties. No understandings, agreements, or representations, oral or written, not specified
within this Contract will be valid provisionsof this Contract. This Contract may not be
modified, supplemented, or amended, in any manner, except by written agreement signed
by d| necessary parties.

26. Nondiscrimination. Pursuant to IC 22-9-1-10 and'the Civil Rights Act of 1964, the
Contractor and its subcontractors shall not discriminateagainst any employeeor applicant
for employment in the performanceof this Contract. The Contractor shall not
discriminate with respect to the hire, tenure, terms, conditionsor privilegesof
employment or any matter directly or indirectly related to employment, becauseof race,
color, religion, sex, disability, national origin or ancestry. Breach of this covenant may be
regarded asa material breach of this Contract. The Contractor's execution of this
Contract a so signifiescompliance with applicable federal laws, regulations, and
executive orders prohibiting discriminationin the provision of servicesbased on race,
color, national origin, age, sex, disability or statusasaveteran.

27. Noticeto Parties. Whenever any notice, statement or other communicationis
required under this Contract, it shall be sent to the following addresses, unlessotherwise
specificaly advised.

A. Noticesto the State shall be sent to:
Brent Embrey
Officeof the Attorney General
302 W. Washington Street, IGCS-5" Floor
Indianapolis, IN 46204
B. Noticesto the Contractor shall be sent to:
Map Musg, Inc.
1328 14" Street NW
Washington, DC 20005

28. Payments. All payment obligationsshall be made in arrearsin accordance with
Indianalaw, in part, IC 4-13-2-20 and state fiscal policiesand procedures.

29. Penalties/Interest/Attorney’s Fees. The Statewill in good faith performits
required obligationshereunder and does not agree to pay any penalties, liquidated
damages, interest, or attorney's fees, except as required by Indianalaw, in part, |C 5-17-5,
IC 34-54-8, and IC 34-13-1.

30. ProgressReports. The Contractor shall submit progress reportsto the State upon
request. Thereport shall be oral, unlessthe State, upon receipt of the oral report, should
deem it necessary to haveit in written form. Theprogressreportsshall serve the purpose



of assuring the State that work is progressing in line with the schedule, and that
completion can be reasonably assured on the scheduled date.

31. Severability. Theinvalidity of any section, subsection, clauseor provisionof this
Contract shall not affect the validity of the remaining sections, subsections, clausesor
provisionsof this Contract.

32. Substantial Performance. ThisContract shall be deemed to be substantially
performed only when fully performed accordingto itstermsand conditionsand any
modificationthereof.

33. Taxes. The State of Indianaisexempt from state, federa, and loca taxes. The State
will not be responsiblefor any taxes levied on the Contractor as aresult of this Contract.

34. Terminationfor Convenience. ThisContract may beterminated, in wholeor in
part, by the State whenever, for any reason, the State determinesthat suchterminationis
initsbest interest. Termination of services shdl be effected by ddlivery to the Contractor
of aTermination Noticeat least thirty (30) days prior to the terminationeffectivedate,
specifying the extent to which performanceof services under such termination becomes
effective. The Contractor shall be compensated for services properly rendered prior to the
effectivedate of termination. The State will not be liablefor servicesperformed after the
effectivedate of termination. The Contractor shall be compensated for servicesherein
provided but in no case shall total payment made to the Contractor exceed the original
contract priceor shall any priceincreasebe alowed on individua lineitemsif canceled
only in part prior to theoriginal terminationdate.

35. Terminationfor Default. With the provision of thirty (30) days notice to the
Contractor, the State may terminatethis Contract in wholeor in part, if the Contractor
failsto:

1. Correct or cureany breach of this Contract;

2 Deliver the suppliesor perform the services within the time specified in
this Contract or any extension;

3. Make progressso asto endanger performanceof this Contract; or

4 Performany of the other provisionsof this Contract.

A. If the State terminates this Contractin wholeor in part, it may acqw re,
under thetermsand in the manner the State considersappropriate, suppliesor services
similar to thoseterminated, and the Contractor will be ligble to the State for any excess
costsfor thosesuppliesor services. However, the Contractor shall continuethe work not
terminated.

B. The Stateshall pay the contract pricefor completed suppliesdelivered and

servicesaccepted. The Contractor and the State shall agree on the amount of payment for
manufacturing materials delivered and accepted and for the protection and preservation of
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the property. Failureto agreewill beadispute under the Disputesclause. The Statemay
withhold from these amountsany sum the State determinesto be necessary to protect the
State against |oss because of outstanding liens or claims of former lien holders.

C. Therightsand remediesof the Statein this clausearein addition to any other
rightsand remedies provided by law or equity or under this Contract.

36. Waiver of Rights. No right conferred on either party under this Contract shall be
deemed waived, and no breach of this Contract excused, unlesssuch waiver or excuseis
inwriting and signed by the party clamed to havewaived such right.

37. Work Standards. The Contractor shall executeits responsibilities by following and
applyingat all times the highest professional and technical guidelinesand standards. If
the State becomesdissatisfied with t he work product of or the wor ki ng relationship with
thoseindividualsassigned to work onthi s Contract, the Statemay request in writing the
replacement of any or al such individuas, and Contractor shall grant such request.

Non-Collusionand Acceptance

The undersigned attests, subject to the penaltiesfor perjury, thet he/she isthe Contractor, or
that helsheis the properly authorized representative, agent, member or officer of the
Contractor, that he/she has not, nor has any other member, employee, representative, agent or
officer of the Contractor, directly or indirectly, to the best of his/her knowledge, enteredinto
or offered to enter into any combination, collusionor agreement to receiveor pay, and that
he/she has not received or paid, any sum of money or other consideration for the execution
of this Contract other than that which appears upon the face of this Contract.

Therest of thispageisleft blank intentionally.
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In WitnessWher eof, Contractor and t he State of | ndi ana have, through duly authorized
representatives, entered into this Contract. The partieshaving read and understand the
foregoingtermsof this Contract do by their respective signaturesdated below hereby
agreeto theterms thereof.

Map Muse, Inc.

By: y/
Printed Name: ™. Wace\ €.\on
V5 he Ax

Title:

Date:

Hpril 12, 2005

Department of Administration

Auuw\lﬁf- 4@@

Earl Goode J B
Commissoner
Dae_U4-19-05

(for)

Approved asto Form and L egality:

StateBudget Agen Officeof the Attorney General
. (for) :5 ) L&& {}_m i (for)
Charles Schalliol Stephen Carter
Director Attorney Generd _
Date: %/‘,’2_2‘/9?005 Dae Ylag/oS
211748
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Overview:

Map Sear ch:

| ndiana Attorney General's
Criminal Alert Networ k (CAN)

Vendor system shall include an email registration and
notificationsystem that is hosted by fhe vendor.
Notification data will lelinked to thelndiana Sheriffs’
Association Databaseor the Indiana CJIS database.
Vendor will providea publicweb Steto allow viewing of
offender information as specified by AGO.

Vendor system will provide a mechanism for internal
mapping and verification applications. Thissystem will be
hosted by the vendor and linked to the Indiana Sheriffs
Association application to communicate adds, edits, and
deletes of the State Sex ( f ender Database. \endor will
provideasuggested linking specification for accomplishing
this task.

Vendor will support Sex Offender Mapping and
Notification application on behalf of the AGO. This will
be accomplishedin a manner acceptable to AGO.

The mapping system shall include an interactive
geographical information system (GIS) that includes street
maps, day care centers, and other possible datasets, asthey
areavailable.

The GIS shall be provided asa web service or thin client so
that the AGO does not need to maintain alocal GIS system.
The GIS will provide mapping of the offender's residences.
school addresses, and/or places of employment as listed by
the Indiana Sheriffs Association or CJ1S databases, and
will alow for historic storage of addresses previously used
by the offender.

The system shall allow usersthe ability to search for
offenderswithin a geographic area by defining aradius
from any point on the map.

Themapswill indicate with an icon the location of sex
offenders, daycare centers, major landmarks, and the ability
to utilizeinformation from any other dataset available and
pertinent.




Fome o e

E-mail Notification:

Theicons usad for the above locationswill have scroll over
information imbedded in the map.

Results of a query will be displayed as alist aswell as
icons Onamap. Right ¢licking aname listed on thelist or
in themap will result in the of f ender s records being
displayed form the Sex Offender database.

The mapping application shall alow the user to control the
view with layering controls and zooming.

Thesyst emshall provide the ability to geo-code agiven
address for proper placement on the n@p. Non geo-codable
addresses will belisted assuch and vendor will providea
service te improvethe geo-code after receiving the address
by the Sheriffs Association.

The user shall be able to search for an offender by specified
fields of the offender record and have the search results
displayed as iconson a map.

The user shall be ableto enter an addressand aradial range
and haveall sexual offenders listed as an icon on asingle
map.

Systemswill also providefor averification history and
reminderfilethat will allow users toview history of
verification of offender addresses and receive reminders
when new verifications are upcoming.

The AGO’s online regigtry will allew the publicto register
to recalveemail notices On those offenders currently
registered as sexual offendersaswel asany new offenders
moving within the State of Indiana where the offender's
residenceis within a reasonably specified radius of an
addressregistered by the public.

The system will capture the citizen's name, address, and
email address a aminimum.

The system will allow citizen's to opt-in to receive further
Safety Updatesand correspondence from the AGO, in a
manner suitable to the AGO.

The system shall provide an unsubscribe mechanism.
When acitizen registerson the AGO’s website a
registration verification email shall automatically be sent to
the citizen immediately upon registration to verify their
registration.

Within 24 hours of registration a notification email will be
sent to registrants listing all offenderswithin the specified
radius of the registered address or indicating that thereare
no offenders currently within that radius. This notification
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Web Publication

email will also providean option for the AGO to include
approved saf ety tipsto the public.

Links in the verification email shall point back to the
originating website, to the page with AGO designated CAN
public page.

Each time an offender movesto anew addressor anew
offender isregistered, vendor will provide an update
notification email to registrantswith 24 hours of receiving
data

Offender data to be used for this notification email service
will be linked to the Indiana Sheriffs Association database
in a manner acceptable to AGO and Sheriff’s Association.
Vendor will support registered e-mail notification
recipients. Regidrantswill bedirected to contact the
vendor for technical assstanceand any non-technical
matterswill be passed to the AGO. Thiswill be
accomplished in a manner acceptable to AGO.

Thevendor shall provide and host apublicly accessible
web site where users may search for offenders by name (or
portion of name), by alias, by hair cd or, by gender, by
race, by age (with confidence levels), by height (with
confidence levels), by scar-mark-tattoo, by county, and/or
by city.

The public user shall be able to search for an offender and
have the address associated with the resulting search list
displayed asiconson a map so they can assess the
geographic proximity of theoffender to their area.

The public user shall be able to enter an address and have
all sexual offenders within a specified proximity of that
address listed asalabeled icon on amap. In addition, there
will be alist of offender records associated with theicons
displayed. Selecting an offender record will result in that
offender's record to be retrieved form the database and
displayed. Fr omthis pagethepublic user will beable to
see amap surrounding the offender's home residence.
Zooming and scanning (North, South, East, and West)
functionality will remain in tact.

Vendor shall support the public web site and be available
for questions and comments from the community as well
astheloca Sheriffsofficials viathe AGO. Thiswill be
accomplishedin a manner acceptable to AGO.

The Mapping and Search web pages will contain the same
look and feel asthe AGO website. The result web pages
will be able to contain the same look and feel asthe Indiana




Sheriffs Association's web page or AGO website as
spedified by AGO at alater date

Development

System Security Requirements

1. Thesystem shall permit multi-user accessto the
mapping and nati fi cati on applications viauser name
and password.

2. User levelswill bedesignated as administrator,
read/write, and read only levels.

System Integration.

1. Thesystem's user interfaceshall be provided to the
AGO viaathinclient application at the discretion
of the user viaalink from the sex offender web
based application. Thevendor will be responsible
for al installationsand updates of the thin client.

2. Thesystem shall provide an electronic mechanism
to import updated records from the sex offender
database as they are created or updated.

e Support.

1. The vendor shall assist the AGO in user training at
least oncea year.

2. Thevendor will provide Management Reporting
capabilitiescapturing, a a minimum, daily and
monthly hit volumesand trends.

3. Thevendor shall provide a user manual for the
Internal mapping and verification application.

4. The Internal mappingand verification system shall
includeonline help facilities.

5. Thevendor shall provide email support, and
telephonesupport during business hours (9-5
Indianapolis Time) to the AGO.

6. Thevendor shall provide robust, redundant, and
reliable hosting facilitiesthat are monitored
24X7X365.

7. Thevendor shall maintain and update the address
datafiles and maps used in the GIS system at a
minimum of quarterly.

e Hosting Facilities.

1. The vendor shall contract hosting facilities,
including al hardware and network services for the
Internal mapping and verification system as well as
the public web site.
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2. As a minimum, the hosti ng facility shall have
Internet connectivity through a 10MBS link.

3. Thefacllity shdl have basicdisaster recovery, fire,
and power protection.

4. Thevendor shall describe the hosting facilities and
procedures used to support the system including,
but not limited to:

a) Internet Connectivity
b) Fire Walsand Access Control

; Load Balancing

d) Web Servers

€ Application Servers

f) Mail Servers

g) DNSServers

h) Other routers, switches, and network devices

1) System Management, Alarms, and Monitoring

j) DataStorage and Backup

k) Power Controls

1) Facilities, Environment, Physical Security

Licensing
EnterpriseLicensing: Unlimited seats for the Interna mapping, verification

system, and al other necessary software or hardwareapplications for the AGO
and expandable a& AGO request.

Reporting

Provide weekly and monthly reportson traffic, unique hits, and site volume
specific to the web pages deployed, and percent of time server isactually
sustained.






